Communication Theory of Secrecy Systems

By C. E. SHANNON

1 INTRODUCTION AND SUMMARY

Theproblemsof cryptographyandsecreg systemsurnishaninterestingap-
plicationof communicatiortheoryt. In this paperatheoryof secrey systems
is developed.The approachs on a theoreticallevel andis intendedto com-
plementthe treatmentfound in standardworks on cryptography. There,a
detailedstudyis madeof the mary standardypesof codesandciphers,and
of the waysof breakingthem.We will be more concernedvith the general
mathematicastructureandpropertieof secreg systems.

The treatmentis limited in certainways. First, there are three general
typesof secreg system:(1) concealmensystemsjncluding suchmethods
asinvisible ink, concealinga messagén aninnocenttext, or in a fake cov-
ering cryptogram,or other methodsin which the existenceof the message
is concealedrom the enemy;(2) privacy systemsfor examplespeechn-
version,in which specialequipments requiredto recover the message(3)
“true” secreg systemswherethe meaningof the messages concealedy
cipher code,etc.,althoughits existenceis not hidden,andthe enemyis as-
sumedto have ary specialequipmeninecessaryo interceptandrecordthe
transmittedsignal.We considermnly thethird type—concealmergystemare
primarily a psychologicaproblem,andprivacy systemsatechnologicabne.

Secondly the treatmentis limited to the caseof discreteinformation
wherethe messageo be encipherectonsistsof a sequencef discretesym-
bols, eachchosenfrom a nite set.Thesesymbolsmay be lettersin a lan-
guage,words of a languageamplitudelevels of a “quantized” speechor
video signal, etc., but the main emphasisandthinking hasbeenconcerned
with the caseof letters.

Thepaperis dividedinto threeparts.Themainresultswill now bebrie y
summarizedThe rst part dealswith the basic mathematicaktructureof
secreg systemsAs in communicatiortheoryalanguages consideredo be
representedby a stochastigprocesswhich producesa discretesequencef

Thematerialin this paperappearedn acon dential report“A MathematicalTheoryof Cryptogra-
phy” datedSept.1,1946,which hasnow beendeclassi ed.

! Shannong. E.,“A MathematicalTheoryof Communicatiori, Bell SysteniTechnicaldournal July
1948,p.623.

2 Seefor example, H. F. Gaines“ElementaryCryptanalysis, or M. Givierge,“Coursde Cryptogra-
phie?”



symbolsin accordancevith somesystemof probabilities.Associatedwith

a languagethereis a certainparameteiD which we call the redundang of

thelanguageD measuresin a sensehow muchatext in thelanguagecan
be reducedn lengthwithout losing ary information.As a simple example,
since alwaysfollows in Englishwords,the may be omitted without
loss. Considerableaeductionsare possiblein English due to the statistical
structureof thelanguagethehigh frequencie®f certainlettersor words,etc.
Redundangis of centralimportancen the studyof secreg systems.

A secreg systemis de ned abstractlyasa setof transformation®f one
space(the setof possiblemessageshto a secondspace(the setof possible
cryptograms)Eachparticulartransformatiorof the setcorresponds$o enci-
pheringwith a particularkey. The transformationsare supposedeversible
(non-singularksothatuniquedecipherings possiblewhenthekey is known.

Eachkey andthereforeeachtransformations assumedio haveana priori
probabilityassociateaith it—the probabilityof choosinghatkey. Similarly
eachpossiblemessagés assumedo have anassociatea priori probability,
determinedy the underlyingstochastigprocessTheseprobabilitiesfor the
variouskeys and messagesire actually the enemycryptanalyst a priori
probabilitiesfor thechoicesn questionandrepresenhisa priori knowledge
of the situation.

To usethe systema key is rst selectedandsentto the receving point.
The choiceof a key determinesa particulartransformationn the setform-
ing the system.Thena messagés selectecandthe particulartransformation
correspondingo the selectedkey appliedto this messagé¢o producea cryp-
togram.This cryptogramis transmittedto the receving point by a channel
and may be interceptedby the “enemy .” At the receving endthe inverse
of the particulartransformatioris appliedto the cryptogramto recover the
original message.

If theenemyinterceptgshecryptogramhecancalculatefrom it thea pos-
teriori probabilitiesof the variouspossiblemessageandkeys which might
have producedhis cryptogram.This setof a posterioriprobabilitiesconsti-
tuteshis knowledgeof the key andmessageafterthe interception."Knowl-
edge”is thusidenti ed with a setof propositionshaving associategbroba-
bilities. The calculationof the a posteriori probabilitiesis the generalized
problemof cryptanalysis.

As anexampleof thesenotions,in a simplesubstitutioncipherwith ran-
domkey thereare transformationsgorrespondingothe  wayswe can
substitutdfor  differentletters.Theseareall equallylikely andeachthere-
fore hasan a priori probability —. If this is appliedto “normal English”

Theword“enemy’ stemmingfrom military applicationsjs commonlyusedin cryptographiavork
to denotearyonewho mayintercepta cryptogram.
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the cryptanalysbeingassumedo have no knowledgeof the messagesource
otherthanthatit is producingEnglishtext, the a priori probabilitiesof var
ious messagesf lettersare merely their relative frequenciesn normal
Englishtext.

If theenemyintercepts lettersof cryptogramsn this systemhis prob-
abilitieschangelf islargeenough(say letters)thereis usuallyasingle
messagef a posterioriprobability nearlyunity, while all othershave a total
probability nearlyzero.Thusthereis anessentiallyunique“solution” to the
cryptogram.For  smaller(say ) therewill usuallybe mary mes-
sagesandkeys of comparablgrobability, with no singleonenearlyunity. In
this casetherearemultiple “solutions” to the cryptogram.

Consideringa secreg systemto be representedh this way, asa setof
transformationf one setof elementsinto anothey there are two natural
combiningoperationsvhich produceathird systemfrom two givensystems.
The rst combiningoperations calledthe productoperatiorandcorresponds
to encipheringhe messagavith the rst secreg system andenciphering
the resulting cryptogramwith the secondsystem , the keys for and
beingchosenindependentlyThis total operationis a secreg systemwhose
transformationsconsistof all the products(in the usualsenseof products
of transformationspf transformationsn  with transformationsn . The
probabilitiesarethe productsof theprobabilitiesfor thetwo transformations.

Thesecondcombiningoperationis “weightedaddition”

It corresponds$o makinga preliminarychoiceasto whethersystem or
is to be usedwith probabilities and , respectiely. Whenthisis done or
is usedasoriginally de ned.

It is shavn that secreg systemswith thesetwo combiningoperations
form essentiallya “linear associatie algebra”with a unit elementan alge-
braicvarietythathasbeenextensiely studiedby mathematicians.

Among the mary possiblesecrey systemghereis onetype with mary
specialpropertiesThis typewe call a “pure” systemA systemis pureif all
keys areequallylikely andif for ary threetransformations in the
settheproduct

is alsoa transformatiorin the set. Thatis, encipheringdecipheringanden-
cipheringwith ary threekeys mustbe equivalentto encipheringwith some
key.

With a purecipherit is shavn thatall keys are essentiallyequivalent—
they all leadto the samesetof a posterioriprobabilities.Furthermorewhen
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a givencryptogramis interceptedhereis a setof messagethatmight have
producedhis cryptogram(a “residueclass”)andthe a posteriori probabili-
tiesof messagén this classareproportionalto thea priori probabilities.All
theinformationthe enemyhasobtainedby interceptingthe cryptogramis a
speci cationof theresidueclass.Many of thecommonciphersarepuresys-
tems,including simplesubstitutionwith randomkey. In this casetheresidue
classconsistof all messagewith the samepatternof letterrepetitionsasthe

interceptectryptogram.
Two systems and arede ned to be“similar” if thereexistsa x ed
transformation with aninverse, , suchthat

If and aresimilar, a one-to-onecorrespondencbetweenthe resulting
cryptogramsanbesetup leadingto the samea posterioriprobabilities.The
two systemsarecryptanalyticallythe same.

The secondpart of the paperdealswith the problemof “theoreticalse-
creg/”. How secureis a systemagainstcryptanalysiswhenthe enemyhas
unlimited time andmanpaver availablefor the analysisof intercepteccryp-
tograms?The problemis closelyrelatedto questionsof communicationn
the presenceof noise,andthe conceptsof entropy and equivocationdevel-
opedfor the communicatiorproblem nd adirectapplicationin this part of
cryptography

“PerfectSecreg” is de ned by requiringof a systemthat after a cryp-
togramis interceptedy theenemythea posterioriprobabilitiesof this cryp-
togramrepresentingariousmessagebe identically the sameasthe a pri-
ori probabilitiesof the samemessagebeforethe interception.It is shavn
thatperfectsecrey is possiblebut requires|f the numberof messages -
nite, the samenumberof possiblekeys. If the messagés thoughtof asbeing
constantlygeneratedat a given “rate”  (to be de ned later), key mustbe
generatedtthe sameor agreaterrate.

If asecrey systemwith a nite key isused,and lettersof cryptogram
interceptedtherewill be,for the enemy a certainsetof messagewith cer
tain probabilitiesthat this cryptogramcould representAs  increaseshe

eld usually narravs down until eventuallythereis a unique“solution” to
thecryptogrampnemessageavith probabilityessentiallyunity while all oth-
ersarepracticallyzero.A quantity is de ned, calledtheequwocation,
which measuresn a statisticalway how nearthe averagecryptogramof
lettersis to a uniquesolution;thatis, how uncertainthe enemyis of the orig-
inal messagafterinterceptinga cryptogramof  letters.Variousproperties
of the equivocationare deduced—forexample,the equivocationof the key
neverincreasesvith increasing . Thisequvocationis atheoreticakecreg
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index—theoreticalin thatit allows the enemyunlimited time to analysethe
cryptogram.

Thefunction for a certainidealizedtype of ciphercalledthe ran-
dom cipheris determined With certainmodi cations this function can be
appliedto mary casesof practicalinterest.This givesa way of calculating
approximatelyhow muchinterceptednaterialis requiredto obtainasolution
to asecrey systemlt appear$rom thisanalysighatwith ordinarylanguages
andthe usualtypesof ciphers(not codes)this “unicity distance’is approxi-
mately——. Here is anumbemeasuringhe“size” of thekey space.
If all keysarea priori equallylikely is thelogarithmof the numberof
possiblekeys. istheredundang of thelanguageandmeasuretheamount
of “statistical constraint”’imposedby the languageln simple substitution
with randomkey is orabout and (in decimaldigitsper
letter)is about for English. Thusunicity occursatabout30 letters.

It is possibleto constructsecreg systemswith a nite key for certain
“languages’in which the equivocationdoesnot approactezeroas .In
this case,no matterhow much materialis interceptedthe enemystill does
notobtaina uniquesolutionto thecipherbutis left with mary alternatves all
of reasonabl@robability Suchsystemswe call ideal systemsilt is possible
in ary languageto approximatesuchbehaior—i.e., to make the approach
to zeroof recedeout to arbitrarily large . However, suchsystems
have a numberof dravbacks,suchascomplity andsensitvity to errorsin
transmissiorof the cryptogram.

The third part of the paperis concernedwith “practical secreg”. Two
systemswith thesamekey sizemaybothbeuniquelysolvablewhen letters
have beeninterceptedput differ greatlyin the amountof labor requiredto
effect this solution.An analysisof the basicweaknessesf secreg systems
is made.Thisleadsto methoddor constructingsystemsvhichwill requirea
large amountof work to solve. Finally, a certainincompatibility amongthe
variousdesirablequalitiesof secreg systemss discussed.

PART |
MATHEMATICAL STRUCTUREOF SECRECYSYSTEMS

2 SECRECY SYSTEMS

As a rst stepin themathematicaanalysisof cryptographyit is necessaryo
idealizethe situationsuitably andto de ne in a mathematicallyacceptable
way whatwe shall meanby a secreg system.A “schematic’diagramof a
generalsecreyg systemis shown in Fig. 1. At the transmittingendthereare
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two informationsources—anessagsourceandakey source Thekey source
produces particularkey from amongthosewhicharepossiblein thesystem.
This key is transmittedoy somemeanssupposediyotinterceptible for ex-
ampleby messengeto the receving end. The messagesourceproducesa
messagéthe “clear”) whichis encipheredndthe resultingcryptogramsent
to thereceving endby a possiblyinterceptiblemeansfor exampleradio. At
thereceving endthe cryptogramandkey arecombinedin the deciphereto
recoverthemessage.

ENEMY
CRYPTANALYST

E

MESSAGE | MESSAGE |ENCIPHERER| CRYPTOGRAM DECIPHERER | MESSAGE
SOURCE M Tx E E T? M

KEY

KEY K

KEY
SOURCE

Fig. 1. Schematicof a generalseciecy system

Evidentlytheenciphereperformsafunctionaloperationlf  isthemes-
sage, thekey,and theencipherednessageyr cryptogramwe have

thatis isfunctionof and .Itispreferabldo think of this,however, not
asa function of two variablesbut asa (oneparameterfamily of operations
or transformationsandto write it

The transformation appliedto message producescryptogram . The
index correspondso theparticularkey beingused.

Wewill assumein generalthatthereareonly a nite numberof possible
keys, and that eachhasan associategrobability . Thusthe key source
is representedy a statisticalprocessor device which choosesone from

the set of transformations with the respectre probabilities
. Similarly we will generallyassume nite numberof possible
messages with associate priori probabilities

Thepossiblemessagedpr example,might bethe possiblesequencesf En-
glish lettersall of length , andthe associategrobabilitiesare then the
relative frequencie®f occurrencef thesesequencem normalEnglishtext.
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At thereceving endit mustbe possibleto recover , knowing and
. Thusthetransformations in thefamily musthave uniqueinverses
suchthat , theidentity transformationThus:

At ary ratethis inversemustexist uniquely for every  which canbe ob-
tainedfrom an  with key . Hencewe arrive at the de nition: A secreg
systemis a family of uniquelyreversibletransformations of a setof pos-
sible messagemto a setof cryptogramsthe transformation having an
associateghrobability . Corverselyary setof entitiesof this type will be
calleda “secregy system”.The setof possiblemessageswvill be called,for
cornveniencethe “messagespace”andthe setof possiblecryptogramshe
“cryptogramspace”.

Two secreg systemswill be the sameif they consistof the samesetof
transformations , with thesamemessageandcryptogranspacgrangeand
domain)andthe sameprobabilitiesfor the keys.

A secreg systemcanbe visualizedmechanicallyasa machinewith one
or morecontrolsonit. A sequencef letters,the messageis fed into thein-
put of the machineanda secondseriesemepgesat the output. The particular
settingof thecontrolscorrespondso the particularkey beingused.Somesta-
tistical methodmustbe prescribedor choosinghekey from all thepossible
ones.

To make the problemmathematicallytractablewe shallassumehatthe
enemyknowsthe systenbeingused Thatis, he knows the family of trans-
formations , andtheprobabilitiesof choosingvariouskeys. It might beob-
jectedthatthis assumptions unrealistic,in thatthe cryptanalysioften does
not know what systemwas usedor the probabilitiesin question.Thereare
two answergo this objection:

1. The restrictionis much wealer than appearsat rst, dueto our broad
de nition of whatconstitutesa secreg system.Suppose cryptographer
interceptsamessaganddoesnot know whethera substitutiontransposi-
tion, or Vigerere type cipherwasused.He canconsiderthe messagas
beingencipheredy a systemin which partof thekey is the speci cation
of which of thesetypeswasusedthenext partbeingtheparticularkey for
thattype. Thesethreedifferentpossibilitiesareassignegrobabilitiesac-
cordingto hisbestestimate®f thea priori probabilitiesof theencipherer
usingtherespectie typesof cipher

2. Theassumptioms actuallytheoneordinaryusedn cryptographictudies.
It is pessimisticand hencesafe,but in the long run realistic, sinceone
mustexpecthis systemto be formedout eventually Thus,evenwhenan
entirely new systemis devised, so that the enemycannotassignary a
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priori probability to it without discoveringit himself,onemuststill live
with the expectationof his eventualknowledge.

The situationis similar to thatoccurringin thetheoryof games$ whereit is
assumedhattheopponent nds out” thestratey of play beingused.n both
casegheassumptiorsenesto delineatesharplythe opponent knowledge.

A secondpossibleobjectionto our de nition of secreg systemss that
no accounts taken of the commonpracticeof insertingnulls in a message
andthe useof multiple substitutesin suchcaseghereis not a uniquecryp-
togramfor a given messagendkey, but the encipherercanchooseat will
from amonga numberof differentcryptogramsThis situationcould be han-
dled, but would only add compleity at the presentstage without substan-
tially alteringary of thebasicresults.

If themessageareproducedoy a Markoff procesof thetype described
in (1) to representan information source the probabilitiesof variousmes-
sagesredeterminedy thestructureof the Markoff processFor thepresent,
however, we wish to take a more generalview of the situationand regard
the messageasmerelyan abstractsetof entitieswith associategbrobabil-
ities, not necessarilycomposedf a sequencef lettersandnot necessarily
producedby a Markoff process.

It shouldbeemphasizethatthroughouthepaperasecreg systemmeans
not one,but a setof mary transformationsAfter the key is choseronly one
of thesetransformationss usedandonemight be led from this to de ne a
secrey systemasa singletransformatioron a languageThe enemy how-
ever, doesnot know what key was chosenandthe “might have been”keys
areasimportantfor him asthe actualone.Indeedit is only the existenceof
theseotherpossibilitiesthat givesthe systemany secreg. Sincethe secreyg
is our primaryinterestwe areforcedto theratherelaborateconceptof a se-
creg/ systemde ned above. Thistype of situation,wherepossibilitiesareas
importantas actualities,occursfrequentlyin gamesof strateyy. The course
of a chessgameis largely controlledby threatswhich are not carriedout.
Somavhatsimilar is the “virtual existence”of unrealizedmputationsin the
theoryof games.

It may be notedthat a single operationon a languageforms a degener
atetype of secreg systemunderour de nition—a systemwith only onekey
of unit probability Sucha systemhasno secreg—the cryptanalystnds the
messagdy applyingthe inverseof this transformationthe only onein the
system,to the interceptedcryptogram.The deciphererand cryptanalystin
this casepossesshe sameinformation. In generalthe only differencebe-
tweenthe decipheres knowledgeandthe enemycryptanalyst knowledge

% Seevon NeumanrandMorgensterriThe Theoryof Games” Princetonl947.
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is thatthe deciphereiknows the particularkey beingused,while the crypt-
analystknows only the a priori probabilitiesof the variouskeys in the set.
The processof decipheringis that of applyingthe inverseof the particular
transformatiorusedin encipheringo the cryptogram.The procesof crypt-
analysigs thatof attemptingo determinghemessagéor theparticularkey)

givenonly the cryptogramandthe a priori probabilitiesof variouskeys and
messages.

Thereareanumberof dif cult epistemologicatjuestionconnectedvith
the theory of secreg, or in fact with any theory which involves questions
of probability (particularlya priori probabilities Bayes'theoremgtc.)when
appliedto a physicalsituation.Treatedabstractly probability theorycanbe
put on arigorouslogical basiswith the modernmeasureheoryapproach®.
As appliedto a physicalsituation, however, especiallywhen “subjectve”
probabilitiesand unrepeatablexperimentsare concernedthere are mary
guestionsof logical validity. For example,in the approacho secreg made
here,a priori probabilitiesof variouskeys andmessageareassumedknown
by theenemycryptographerhow canonedetermineoperationallyif hises-
timatesarecorrect,onthe basisof his knowledgeof the situation?

Onecanconstructarti cial cryptographicsituationsof the “urn anddie”
typein whichthea priori probabilitieshave ade nite unambiguousneaning
andtheidealizationusedhereis certainlyappropriateln othersituationghat
onecanimagine,for examplean intercepteccommunicatiorbetweenMar-
tianinvadersthea priori probabilitieswould probablybe souncertainasto
be devoid of signi cance. Most practicalcryptographicsituationslie some-
wherebetweentheselimits. A cryptanalystmight be willing to classifythe
possiblemessagemto the categyories“reasonable”;'possiblebut unlikely”
and“unreasonableput feelthat ner subdvisionwasmeaningless.

Fortunatelyin practicalsituationsonly extremeerrorsin a priori proba-
bilities of keys andmessagesausesigni cant errorsin theimportantparam-
eters.Thisis becaus®f theexponentialbehaior of the numberof messages
andcryptogramsandthelogarithmicmeasureemployed.

3 REPRESENTATION OF SYSTEMS

A secrey systemasde ned above canberepresenteth variousways.One
which is convenientfor illustrative purposess a line diagram,asin Figs. 2
and 4. The possiblemessagesare representedby points at the left andthe
possiblecryptogramsby pointsattheright. If a certainkey, saykey , trans-
formsmessage intocryptogram then and areconnectedy a

4 Seel. L. Doob,“Probability asMeasure” Annalsof Math. Stat.,v. 12,1941, ,pp.206—214.

5 A. Kolmogorof, “Grundbagriffe derWahrscheinlichkitsrechnung’ErgebnisselerMathematicy.
2,No. 3 (Berlin 1933).

664



line labeled , etc. From eachpossiblemessageheremustbe exactly one
line emeging for eachdifferentkey. If the sameis truefor eachcryptogram,
we will saythatthe systemis closed

A morecommonway of describinga systemis by statingthe operation
oneperformson the messagdor an arbitrarykey to obtainthe cryptogram.
Similarly, onede nesimplicitly the probabilitiesfor variouskeys by describ-
ing how akey is choseror whatwe know of theenemys habitsof key choice.
Theprobabilitiesfor messageareimplicitly determinedy statingoura pri-
ori knowledgeof the enemys languagehabits,the tactical situation(which
will in uence the probablecontentof the messageandary specialinforma-
tion we mayhave regardingthe cryptogram.

1 El
M=
2 E2
Mae=
=
CLOSED SYSTEM NOT CLOSED

Fig. 2. Line drawings for simple systems

4 SOME EXAMPLESOF SECRECY SYSTEMS

In this sectiona numberof examplesof cipherswill be given. Thesewill
oftenbereferredto in theremainderof the paperfor illustrative purposes.

4.1 Simple Substitution Cipher

In this cipher eachletter of the messagas replacedby a x ed substitute,
usuallyalsoa letter Thusthemessage,

where arethesuccessie lettersbecomes:

wherethefunction is afunctionwith aninverse.Thekey is apermuta-
tion of the alphabet(whenthe substitutesareletters)e.g.

. The rst letter isthe
substitutdfor , isthesubstitutfor , etc.
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4.2 Transposition (Fixed Period )

Themessagés dividedinto groupsof length anda permutatiorappliedto
the rst group,the samepermutatiorto the secondgroup,etc. The permuta-
tion is thekey andcanberepresentetly apermutatiorof the rst  integers.
Thusfor , we mighthave asthe permutationThis meanghat:

becomes

Sequentialapplicationof two or more transpositionswill be called com-
poundtranspositionlf the periodsare it is clearthatthe re-
sultis a transpositiorof period , where is the leastcommonmultiple of

4.3 Vigenere,and Variations

In theVigererecipherthekey consistof aseriesof letters.Thesearewrit-
tenrepeatedhpelowv the messagandthetwo addednodulo  (considering

thealphabenumberedrom to . Thus
mod
where is of period intheindex . For example,with the key , we
obtain
message
repeatekey
cryptogram

TheVigenrereof period is calledtheCaesacipher It is asimplesubstitution
in which eachletterof  is advanceda x edamountin the alphabetThis
amountis the key, which may be any numberfrom to . The so-called
Beaufortand VariantBeaufortare similar to the Vigenere, andencipherby
theequations

mod

mod

respectrely. The Beaufortof periodoneis calledthereversedCaesaciphet
The applicationof two or moreVigenerein sequencavill be calledthe
compoundvigerere. It hasthe equation

mod
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where in generahave differentperiods.The periodof their sum,

asin compoundranspositionis the leastcommonmultiple of theindividual
periods.
Whenthe Vigerereis usedwith an unlimited key, never repeatingwe
have the Vernamsysten, with
mod
the beingchosenat randomandindependentlyamong . If the
key is ameaningfultext we have the“running key” cipher

4.4 Diagram, Trigram, and -gram substitution

Ratherthansubstitutgor lettersonecansubstitutdor digrams trigrams etc.
Generaldigramsubstitutionrequiresa key consistingof a permutatiorof the

digramslt canberepresentedly atablein whichtherow correspond$o
the rst letterof thedigramandthecolumnto thesecondetter, entriesin the
tablebeingthe substitutiongusuallyalsodigrams).

4.5 SingleMixed Alphabet Vigenere
Thisis asimplesubstitutionfollowedby a Vigerere.

The“inverse”of this systemis a Vigenerefollowedby simplesubstitution

4.6 Matrix System

Onemethodof -gramsubstitutionis to operateon successie -gramswith
amatrix having aninvers€. Thelettersareassumeshumberedrom to
makingthemelementsf analgebraiaing. Fromthe -gram

of messagethematrix  givesan -gramof cryptogram

6 G.S.Vernam/Cipher Printing TelegraphSystemgor Secretire andRadio TelegraphicCommu-
nications”,Journal Americaninstituteof Electrical Enginees, v. XLV, pp.109-1151926.

" Seel. S.Hill, “Cryptographyin anAlgebraicAlphabet”, AmericanMath. Monthly, v. 36,No. 6, 1,
1929,pp. 306—-312;also“ConcerningCertainLinear Transformatiompparatusof Cryptography”,
v. 38,No. 3,1931,pp. 135-154.
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Thematrix is thekey, anddecipherings performedwith theinverse
matrix. Theinversematrix will exist if andonly if thedeterminant  has
aninverseelementn thering.

4.7 The Playfair Cipher

Thisis a particulartypeof digramsubstitutiongovernedoy amixed letter

alphabetwritten in a square(The letter is oftendroppedin crypto-

graphicwork—it is very infrequent,andwhenit occurscanbe replacedby
.) Supposehekey squards asshavn below:

Thesubstitutdor adiagram , for exampleis thepair of lettersattheother

cornersof therectanglede nedby and ,i.e., ,the taken rst since
it is above . If thedigramlettersareon a horizontalline as , oneuses
thelettersto theirright ; becomes . If thelettersareonavertical
line, the lettersbelow themareused.Thus becomes . If theletters

arethesamenulls maybeusedto separatehemor onemaybeomitted, etc.

4.8 Multiple Mixed Alphabet Substitution

In this ciphertherearea setof simplesubstitutionsvhich areusedin se-
guencelf theperiod is four

becomes

4.9 Autokey Cipher

A Vigereretype systemin which eitherthe messagétself or the resulting
cryptogramis usedfor the “key” is calledan autoley cipher The encipher

mentis startedwith a “priming key” (which is the entirekey in our sense)
and continuedwith the messager cryptogramdisplacedby the length of

the priming key asindicatedbelow, wherethe priming key is COMET. The

messageisedas‘key”:

Message
Key
Cryptogram

668



Thecryptogramusedas“key”8:

Message
Key
Cryptogram

4.10 Fractional Ciphers

In these,eachletteris rst encipherednto two or morelettersor numbers
and thesesymbolsare somehav mixed (e.g., by transposition).The result
maythenberetranslatednto the original alphabetThus,usingamixed -

letter alphabetfor the key, we may translatelettersinto two-digit quinary
numbersy thetable:

Thus becomes . After the resultingseriesof numbersis transposedn
someway they aretakenin pairsandtranslatedackinto letters.

4.11 Codes

In codeswords (or sometimessyllables)are replacedby substituteletter
groups.Sometimes cipherof onekind or anothetis appliedto theresult.

5 VALUATIONS OF SECRECY SYSTEM

Therearea numberof differentcriteriathat shouldbe appliedin estimating
thevalueof a proposedsecrey system.The mostimportantof theseare:

5.1 Amount of Seciecy

Thereare somesystemsthat are perfect—theenemyis no betteroff after
interceptingary amountof materialthan before. Other systems although
giving him someinformation,do notyield a unique“solution” to intercepted
cryptogramsAmongtheuniquelysolvablesystemstherearewide variations
in the amountof laborrequiredto effect this solutionandin the amountof

materialthatmustbeinterceptedo make the solutionunique.

8 This systemis trivial from the secrey standpoinsince,with the exceptionof the rst letters,the
enemyis in possessionf theentire“key”.
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5.2 Sizeof Key

Thekey mustbetransmittedy non-interceptibleneansrom transmittingto
receving points.Sometimest mustbe memorizedlt is thereforedesirable
to have thekey assmallaspossible.

5.3 Complexity of Enciphering and Deciphering Operations

Encipheringand decipheringshould,of course be assimpleaspossible.If
they aredonemanually compleity leadsto lossof time, errors,etc.If done
mechanicallycompleity leadsto large expensve machines.

5.4 Propagationof Err ors

In certaintypesof ciphersanerrorof oneletterin encipheringr transmission
leadsto a large numberof errorsin the decipheredext. Theerrorarespread
out by the decipheringoperation causingthe lossof muchinformationand
frequentneedfor repetitionof the cryptogram.It is naturally desirableto

minimizethis errorexpansion.

5.5 Expansionof Message

In sometypesof secreg systemgshe sizeof the messagés increasedy the

encipheringprocessThis undesirablesffect may be seenin systemswhere
oneattemptgo swampout messageatatisticsby the additionof mary nulls,

or wheremultiple substitutesareused.It alsooccursin mary “concealment”
typesof systemgwhich arenot usuallysecreg systemsn the senseof our

de nition).

6 THE ALGEBRA OF SECRECY SYSTEMS

If we have two secreg systems and we canoften combinethemin
variouswaysto form a new secreg system .If and have the same
domain(messagspace)we mayform akind of “weightedsum”,

where . Thisoperationconsistof rst makinga preliminarychoice
with probabilities and determiningvhichof and isused.Thischoice
is partof thekey of . After thisis determined or is usedasoriginally
de ned. Thetotalkey of mustspecifywhichof and isusedandwhich
key of (or )isused.

If consistofthetransformations with probabilities
and consistsof with probabilities then
consistsof the transformations with probabilities
respectely.
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More generallywe canform the sumof anumberof systems.

We notethatary system canbewrittenasasumof x edoperations

beingade nite encipheringpperationof  correspondingo key choice ,
which hasprobability

Ky Kz

Fig. 3. Product of two systems

A secondwvay of combiningtwo secreyg systemss by takingthe “prod-
uct”, shavn schematicallyin Fig. 3. Suppose and aretwo systemsand
the domain (languagespace)of  canbe identi ed with the range(cryp-
togramspace)of . Thenwe canapply rst  to our languageandthen
to the resultof this encipheringprocessThis givesa resultantoperation
whichwe write asa product

Thekey for consistsof bothkeysof and which areassumeathosen
accordingto their original probabilitiesand independentlyThus, if the
keysof arechoserwith probabilities

andthe keysof have probabilities

then hasatmost  keyswith probabilities . In mary casesomeof the
producttransformations will bethe sameandcanbe groupediogethey
addingtheir probabilities.

Productenciphermenis oftenused;for example,onefollows a substitu-
tion by atranspositioror a transpositiorby a Vigenere,or appliesa codeto
thetext andencipherdheresultby substitution tfranspositionfractionation,
etc.
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It maybe notedthat multiplicationis notin generalcommutatve (we do

not alwayshave ), althoughin specialcasessuchassubstitution
and transpositionjt is. Sinceit representsan operationit is de nitionally
associatie. Thatis, . Furthermorewe have the
laws

(weightedassociatre law for addition)

(right andleft handdistributive laws) and

It shouldbe emphasizedhatthesecombiningoperationof additionand
multiplicationapplyto secreg systemsasa whole. The productof two sys-
tems  shouldnot be confusedwith the productof the transformationsn
thesystems , whichalsoappear®ftenin thiswork. Theformer isa
secrey systemj.e.,asetof transformationsvith associateg@robabilitiesithe
latteris a particulartransformationFurtherthe sumof two systems
is a system—thesumof two transformationgs not de ned. The systems
and maycommutewithouttheindividual and commuting.e.qg.,if
is a Beaufortsystemof a givenperiod,all keys equallylikely.

in generalput of course  doesnotdependnits order;actually

the Vigenrere of the sameperiodwith randomkey. On the otherhand,if the
individual and  of two systems and commute,thenthe systems
commute.

A systemwhose and spacescan be identi ed, a very common
caseaswhenletter sequencearetransformednto letter sequencesnay be
termedendomorphicAn endomorphicsystem may be raisedto a power

A secreg system whoseproductwith itselfisequalto ,i.e.,for which
will be calledidempotentFor example,simplesubstitution tfranspositiorof
period , Vigerereof period (all with eachkey equallylikely) areidempo-

tent.
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The setof all endomorphicsecreg systemsde ned in a x ed message
spaceconstitutesan “algebraicvariety”, thatis, a kind of algebra,usingthe
operationsof additionand multiplication. In fact, the propertiesof addition
andmultiplicationwhich we have discussedanay be summarizedisfollows:
The setof endomorphicciphers with the samemessge spaceand the two
combiningopemtionsof weightedaddition and multiplicationform a linear
associativealgebra with a unit elementapart fromthe fact that the coef-
cientsin a weightedaddition mustbe non-ngativeand sumto unity.

The combiningoperationgyive uswaysof constructingmary new types
of secreg systemdrom certainones,suchasthe examplesgiven. We may
alsousethemto describehesituationfacinga cryptanalysivhenattempting
to solve a cryptogramof unknavn type. He is, in fact, solving a secreg
systemof thetype

wherethe areknown typesof ciphers,with the theira priori
probabilitiesin this situation,and correspondgo the possibility of a
completelynew unknawvn type of cipher

7 PURE AND MIXED CIPHERS

Certaintypesof cipherssuchasthe simplesubstitutionthe transpositiorof
agivenperiod,theVigenrereof a givenperiod,the mixedalphabeWigerere,
etc. (all with eachkey equallylikely) have a certainhomogeneitywith re-
spectto key. Whatever the key, the encipheringdecipheringanddecrypting
processeareessentialljthe same.This maybe contrastedvith thecipher

where is asimplesubstitutionand atranspositiorof a givenperiod.In
this casethe entiresystemchangedgor encipheringdecipheringanddecrypt-
ment,dependingn whetherthe substitutionor transpositiors used.

The causeof the homogeneityin thesesystemsstemsfrom the group
property—wenoticethat,in the above examplesof homogeneousiphers the
product of any two transformationn thesetis equalto athird transfor
mation intheset.Ontheotherhand justdoesnotequalary transfor
mationin thecipher

which containsonly substitutionsandtranspositionsno products.
We might de ne a “pure” cipher then,asonewhose form a group.
This, however, would be too restrictive sinceit requiresthatthe spacebe
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thesameasthe spaceij.e.,thatthesystenbeendomorphicThefractional
transpositioris ashomogeneouasthe ordinarytranspositiorwithout being
endomorphicTheproperde nition is thefollowing: A cipher is pureif for
every thereisa suchthat

andevery key is equallylikely. Otherwisethe cipheris mixed. The systems
of Fig. 2 aremixed.Fig. 4 is pureif all keysareequallylikely.

Theorem 1. In apureciphertheoperations which transformthemes-
sage spaceinto itselfforma groupwhoseorderis , thenumberof different
keys.

For

sothateachelementhasan inverse.The associatie law is true sincethese
areoperationsandthe grouppropertyfollows from

usingour assumptiorthat for some .
Theoperation meanspf coursegencipheringhemessagevith key
andthendecipheringwvith key whichbringsusbackto themessagspace.
If is endomorphicj.e.,the themselestransformthe space into
itself (asis the casewith mostcipherswhereboththe messagspaceandthe
cryptogramspaceconsistof sequencesf letters),andthe areagroupand
equallylikely, then is pure,since

Theorem 2. Theproductof two pure ciphers which commutés pure.
Forif and commute forevery  with suitable , and

The commutationconditionis not necessaryhowever, for the productto be
apurecipher

A systemwith only onekey, i.e., a singlede nite operation , is pure
sincetheonly choiceof indicesis

Thustheexpansionof agenerakipherinto a sumof suchsimpletransforma-
tionsalsoexhibits it asa sumof pureciphers.
An examinationof theexampleof a pureciphershovn in Fig. 4 discloses
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certainpropertiesThe messagefall into certainsubsetsvhich we will call
residueclassesandthe possiblecryptogramsaredividedinto corresponding
residueclassesThereis atleastoneline from eachmessagé aclassto each
cryptogramin the correspondinglass,and no line betweenclasseswhich
do not correspondThe numberof message# a classis a divisor of the
total numberof keys. The numberof lines“in parallel” from a message

to a cryptogramin the correspondinglassis equalto the numberof keys
divided by the numberof messages the classcontainingthe messagéor
cryptogram) It is shavn in the appendixthatthesehold in generalfor pure
ciphers.Summarizedormally, we have:

MESSAGE CRYPTOGRAM
RESIDUE RESIDUE
CLASSES _ CLASSES

Cl C1

C2 CZ

C3 C3

PURE SYSTEM

Fig. 4. Pure system

Theorem 3. In a pure systemthe messges can be divided into a set of
“r esidueclasses” andthe cryptogramsinto a corresponding
setof residueclasses with thefollowing properties:

(1) Themessgeresidueclassesre dually exclusiveandcollectivelycon-
tain all possiblemessges.Similarly for the cryptagramresidueclasses.

(2) Encipheringany messgein  with any key producesa cryptogramin
. Decipheringanycryptogramin  with anykey leadsto a messgein

(3) Thenumberof messgesin , say , is equalto the numberof cryp-
togramsin  andis adivisorof thenumberof keys.
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(4) Each messge in can be encipheed into ead cryptagram in by
exactly — differentkeys. Similarly for decipherment.

The importanceof the conceptof a pure cipher (andthe reasonfor the
name)lies in the factthatin a purecipherall keys areessentiallythe same.
Whatever key is usedfor a particularmessagethe a posteriori probabilities
of all messagesreidentical. To seethis, note that two differentkeys ap-
pliedto thesamemessagéeadto two cryptogramsn the sameresidueclass,
say . Thetwo cryptogramshereforecouldeachbedecipheredy — keys
into eachmessagén  andinto no otherpossiblemessagedll keysbeing
equallylikely thea posterioriprobabilitiesof variousmessagearethus

where isin , isin  andthesumis over all messagesn . If
and arenotin correspondingesidueclasses, . Similarly it can
beshown thatthea posterioriprobabilitiesof the differentkeys arethesame
in valuebut thesevaluesareassociateavith differentkeys whena different
key is used.The samesetof valuesof have undegonea permutation
amongthekeys. Thuswe have theresult

Theorem4. In a pure systenthe a posterioriprobabilities of various mes-
sages areindependentfthekey thatis chosenTheaposterioriprob-
abilities of the keys are thesamein valuebut undego a permutation
with a differentkey choice

Roughlywe may saythatary key choiceleadsto the samecryptanalytic
problemin a purecipher Sincethe differentkeys all resultin cryptograms
in thesameresidueclassthis meanghatall cryptogramsn the sameresidue
classarecryptanalyticallyequvalent—thg leadto thesamea posterioriprob-
abilitiesof messageand,apartfrom a permutationthe sameprobabilitiesof
keys.

As anexampleof this, simplesubstitutionwith all keysequallylikely is a
purecipher Theresidueclasscorrespondindo a givencryptogram is the
setof all cryptogramghatmaybeobtainedrom by operations .In
thiscase is itself a substitutionandhenceary substitutionon gives
anothememberof the sameresidueclass.Thus,if the cryptogramis

then
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etc.arein the sameresidueclass.lt is obviousin this casethat thesecryp-
togramsareessentiallyequivalent.All thatis of importancen a simplesub-
stitutionwith randomkey is the patternof letterrepetitionsthe actualletters
beingdummyvariablesIndeedwe might dispenseawith thementirely, indi-
catingthe patternof repetitionsn  asfollows:

This notationdescribeghe residueclassbut eliminatesall informationasto
the speci ¢ memberof the class.Thusit leaves preciselythat information
whichis cryptanalyticallypertinent.This is relatedto onemethodof attack-
ing simplesubstitutionciphers—themethodof patternwords.

In the Caesatype cipheronly the rst differenceanod 26 of the cryp-
togramare signi cant. Two cryptogramswith thesame  arein the same
residueclass.Onebreaksthis cipherby the simple processof writing down
the 26 membersf the messageesidueclassandpicking out the onewhich
makessense.

The Vigerereof period with randomkey is anotherexampleof a pure
cipher Herethemessageesidueclassconsistof all sequencewith thesame
rst differencesasthe cryptogram,for lettersseparatedy distance . For

theresidueclassis de ned by

where is the cryptogramand is ary in the
correspondingesidueclass.

In thetranspositiorcipherof period with randomkey, theresidueclass
consistof all arrangementsf the  in whichno  is movedoutof its block
of length ,andanytwo atadistance remainatthisdistanceThisis used
in breakingtheseciphersasfollows: The cryptogramis writtenin successie
blocksof length , oneunderanotherasbelow ( ):
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The columnsare then cut apartand rearrangedo make meaningfultext.
Whenthecolumnsarecutaparttheonly informationremainings theresidue
classof the cryptogram.

Theorem5. If ispurethen wheee are anytwo transfor
mationsof . Corverselyif thisis true for any in asystem then is
pure.

The rst partof thistheoremis obviousfrom thede nition of apuresys-
tem.To provethesecongartwenote rst that,if ,then
is atransformatiorof . It remainsto showv thatall keys are equiprobable.
We have and

Thetermin theleft handsumwith yields . Theonlytermin  on
therightis . Sinceall coefcients arenonngativeit followsthat

Thesameargumentholdswith and interchange@ndconsequently

and is pure. Thusthe conditionthat might be usedas an
alternatve de nition of apuresystem.

8 SIMILAR SYSTEMS

Two secreg systems and will be saidto be similar if thereexists a
transformation having aninverse suchthat

This meansthat encipheringwith  is the sameasencipheringwith  and
thenoperatingon the resultwith the transformation . If we write to
mean is similarto thenit is clearthat implies . Also

and imply and nally . Theseare summarizedoy saying
thatsimilarity is anequialencerelation.

Thecryptographicsigni canceof similarity is thatif then and
areequialentfrom the cryptanalyticpoint of view. Indeedif a cryptanalyst
interceptsa cryptogramin system he cantransformit to onein system
by merelyapplyingthe transformation toit. A cryptogramin system is
transformedoonein byapplying .If and areappliedtothesame
languager messagsepacethereis aone-to-oneorrespondendeetweerthe
resultingcryptogramsCorrespondingryptogramgivethesamedistribution
of a posterioriprobabilitiesfor all messages.

If onehasa methodof breakingthesystem thenary system similar
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to canbebrokenbyreducingto throughapplicationof theoperation .
Thisis adevice thatis frequentlyusedin practicalcryptanalysis.

As atrivial example simplesubstitutionwvherethe substitutesrenotlet-
tersbut arbitrary symbolsis similar to simple substitutionusing letter sub-
stitutes.A secondexampleis the Caesarand the reverse Caesartype ci-
phers.The latter is sometimesoroken by rst transforminginto a Caesar
type. This can be done by reversingthe alphabetin the cryptogram.The
Vigerere,BeaufortandVariantBeaufortareall similar, whenthekey is ran-
dom. The “autokey” cipher (with the messagaisedas“key”) primedwith
thekey is similar to a Vigereretype with the key alternately
addedand subtractedViod 26. The transformation in this caseis that of
“deciphering”theautoley with aseriesof ~ 'sfor the priming key.

PART Il
THEORETICAL SECRECY

9 INTRODUCTION

We now considelproblemsconnectedvith the“theoreticalsecreg” of asys-
tem.How immuneis asystento cryptanalysisvhenthe cryptanalyshasun-

limited time andmanpaver availablefor the analysisof cryptogramsPDoes
acryptogramhavea uniguesolution(eventhoughit mayrequireanimprac-
tical amountof work to nd it) andif not how mary reasonablesolutions
doesit have?How muchtext in a given systemmustbe interceptedoefore
thesolutionbecomesinique?Are theresystemavhich neverbecomeunique
in solution no matterhow much encipheredext is intercepted?Are there
systemdor which no informationwhaterer is givento the enemyno matter
how muchtext is intercepted™ theanalysisof theseproblemsthe concepts
of entropy, redundang andthelik e developedin “A Mathematicall heoryof

Communication{hereaftereferredto asMTC) will nd awide application.

10 PERFECT SECRECY

Let us supposehe possiblemessageare nite in number and
have a priori probabilities , andthattheseareenciphered
into the possiblecryptograms by

Thecryptanalysinterceptsaparticular andcanthencalculatejn prin-
ciple atleastthea posterioriprobabilitiesfor thevariousmessages,
It is naturalto de ne perfectsececyby the conditionthat, for all thea
posteriori probabilitiesare equalto the a priori probabilitiesindependently
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of the valuesof these.In this case,interceptingthe messagdasgiven the
cryptanalysno information® Any actionof his which dependn the infor-
mation containedin the cryptogramcannotbe altered,for all of his proba-
bilities asto whatthe cryptogramcontainsremainunchangedOn the other
hand,if the conditionis not satis ed therewill exist situationsin which the
enemyhascertaina priori probabilitiesandcertainkey andmessagehoices
may occurfor which the enemys probabilitiesdo changeThis in turn may
affect his actionsandthusperfectsecreg hasnot beenobtained Hencethe
de nition givenis necessarilyequiredby our intuitive ideasof whatperfect
secreg shouldmean.

A necessarandsufcient conditionfor perfectsecreg canbefoundas
follows: We have by Bayes'theorem

in which:

= apriori probabilityof message .

= conditionalprobability of cryptogram if message is
choseni.e. the sumof the probabilitiesof all keys which
producecryptogram from message .

= probability of obtainingcryptogram from ary cause.

= a posterioriprobabilityof message if cryptogram is
intercepted.

For perfectsecreyg mustequal forall andall .Hence
either , a solutionthat must be excludedsincewe demandthe
equalityindependenof the valuesof , or
forevery and . Corverselyif then

andwe have perfectsecreg. Thuswe have theresult:

Theorem 6. A necessanandsufcient conditionfor perfectsececyis that

forall and . Thatis, mustbeindependentf
Statedanothemway, thetotal probability of all keysthattransform
® A purist might objectthat the enemyhasobtainedsomeinformationin that he knows a message
was sent.This may be answeredy having amongthe messagea “blank” correspondingo “no

message&.If nomessagés originatedtheblankis encipheredindsentasa cryptogramTheneven
this modicumof remaininginformationis eliminated.
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into a givencryptogram is equalto thatof all keys transforming  into
thesame |, for all and
Now theremustbeasmary 'sasthereare ‘'ssince,fora xed ,

givesaone-to-oneorrespondencdeetweerall the 'sandsomeofthe 's.
For perfectsecreg for ary of these 'sandary
Hencethereis atleastonekey transformingary into ary of these 's.
But all the keys from a x ed to different 's must be different, and
thereforethe numberof different keysis at leastas great as the numberof

's. It is possibleto obtainperfectsecreg with only thisnumberof keys, as

Fig. 5. Perfect system

oneshowvsby thefollowing example:Letthe  benumberedito andthe
thesameandusing keyslet

where . In this casewe seethat -
andwe have perfectsecreg. An exampleis shavn in Fig. 5 with

Perfectsystemsn which thenumberof cryptogramsthe numberof mes-
sagesandthe numberof keys areall equalarecharacterizedby the proper
tiesthat(1) each is connectedo each by exactly oneline, (2) all keys
are equallylikely. Thusthe matrix representatiomf the systemis a “Latin
square”.

In MTC it wasshavn thatinformationmaybe corvenientlymeasuredby
meanf entropy. If we have asetof possibilitieswith probabilities
theentrofy isgivenby:
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In asecreg systenmtherearetwo statisticakchoicesnvolved,thatof themes-
sageand of the key. We may measureghe amountof informationproduced
whenamessagés choserby :

thesummatiorbeingover all possiblemessagesSimilarly, thereis anuncer
tainty associatedvith the choiceof key givenby:

In perfectsystem®f thetypedescribedibove,theamountof information
in the messagés at mostlog (occurringwhenall messageareequiprob-
able). This informationcanbe concealedcompletelyonly if the key uncer
tainty is atleastlog . Thisisthe rst exampleof a generalprinciple which
will appeafrequently:thatthereis alimit to whatwe canobtainwith agiven
uncertaintyin key—the amountof uncertaintywe canintroduceinto the so-
lution cannotbe greaterthanthe key uncertainty

The situationis somaevhatmore complicatedf the numberof messages
isin nite. Supposefor example thatthey aregenerate@sin nite sequences
of lettersby a suitableMarkoff processilt is clearthatno nite key will give
perfectsecreg. We supposethen,thatthe key sourcegeneratekey in the
samemanneythatis, asanin nite sequencef symbols Supposdurtherthat
only a certainlengthof key is neededo encipheranddeciphera length

of messagelet the logarithmof the numberof lettersin the message
alphabetbe andthatfor the key alphabetbe . Then,from the nite
casejt is evidentthatperfectsecreyg requires

Thistype of perfectsecreg is realizedby the Vernamsystem.

Theseresultshave beendeducedon the basisof unknovn or arbitrary
a priori probabilitiesof the messageslhe key requiredfor perfectsecreg
dependshenonthetotal numberof possiblemessages.

Onewould expectthat, if the messagepacehas x ed known statistics,
sothatit hasa de nite meanrate of generatingnformation,in the sense
of MTC, thentheamountof key needectould bereducedon the averagein
justthisratio —, andthisis indeedtrue. In factthe messageanbe passed
througha transducemvhich eliminatesthe redundang andreduceshe ex-
pectedengthin justthis ratio, andthena Vernamsystemmay be appliedto
theresult.Evidently the amountof key usedperletter of messagés statisti-
cally reducedy afactor— andin this casethekey sourceandinformation
sourcearejust matched—ait of key completelyconcealsa bit of message
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information.lt is easilyshovn also,by themethodsusedin MTC, thatthisis
the bestthatcanbedone.

Perfectsecreg systemsave aplacein thepracticalpicture—the maybe
usedeitherwherethe greatestmportanceis attachedo completesecreg—
e.g., correspondenceetweenthe highestlevels of command,or in cases
wherethe numberof possiblemessagess small. Thus,to take an extreme
example,if only two message%/es” or “no” wereanticipateda perfectsys-
temwould bein order with perhapghetransformatiortable:

yes 0 1
no 1 0

The disadantageof perfectsystemsfor large correspondenceystems
is, of course the equivalentamountof key that mustbe sent.In succeeding
sectionsve considemwhatcanbeachievedwith smallerkey size,in particular
with nite keys.

11 EQUIVOCATION

Let ussupposehatasimplesubstitutiorcipherhasbeenusedon Englishtext
andthatwe intercepta certainamount, letters,of the encipheredext. For

fairly large,morethansay letters,thereis nearlyalwaysa uniquesolu-
tion to thecipher;i.e.,asinglegoodEnglishsequencevhich transformsanto
theinterceptednaterialby a simplesubstitutionWith asmaller , however,
the chanceof morethanonesolutionis greaterwith therewill gen-
erally be quite a numberof possiblefragmentsof text thatwould t, while
with a good fraction (of the orderof -) of all reasonabldenglish
sequencesf thatlength are possible sincethereis seldommore thanone
repeatedetterin the . With ary letteris clearly possibleand has
thesamea posterioriprobability asits a priori probability. For oneletterthe
systemis perfect.

This happengjenerallywith solvableciphers.Beforeary materialis in-
terceptedve canimaginethe a priori probabilitiesattachedo the various
possiblemessagesandalsoto the variouskeys. As materialis intercepted,
the cryptanalysttalculateghe a posterioriprobabilities;andas  increases
the probabilitiesof certainmessagescreaseand,of most,decreaseuntil

nally only oneis left, which hasa probability nearly one, while the total
probability of all othersis nearlyzero.

This calculationcanactuallybe carriedout for very simplesystemsTa-
ble 1 shaws the a posteriori probabilitiesfor a Caesartype cipherapplied
to Englishtext, with the key chosenat randomfrom the  possibilities.To
enablethe useof standardetter, digram and trigram frequeng tables,the

683



text hasbeenstartedatarandompoint (by openingabookandputtingapen-
cil down at randomon the page).The messageselectedn this way begins
“creasedo .. startinginsidethewordincreaseslf themessag&vereknown
to starta sentence differentsetof probabilitiesmustbe usedcorresponding
to thefrequencie®f letters,digrams etc.,atthe beginningof sentences.
Table 1. A Posteriori Probabilitiesfor a CaesaiType Cryptogram
Decipherments

028 .0377 1111 3673 1
.038 .0314
131 .0881
.029 .0189
.020
.053 .0063
.063 0126
.001
.004
034 1321 2500
025 0222
071 1195
.080 .0377
.020 .0818 4389 6327
.001
.068 0126
061 0881 .0056
105 2830 1667
025
.009
015 .0056
.002
.020
.001
.082 .0503
014
(decimaldigits) 1.2425 .9686 .6034 285 0

TheCaesawith randonkey is apurecipherandtheparticularkey chosen
doesnot affect the a posteriori probabilities.To determinethesewe need
merelylist thepossibledeciphermentby all keys andcalculatetheira priori
probabilities.The a posteriori probabilitiesare thesedivided by their sum.
Thesepossibledeciphermentarefoundby the standardgorocessof “running
down the alphabet”from the messagendarelisted at the left. Theseform
the residueclassfor the messagef-or oneinterceptedetterthe a posteriori
probabilitiesareequalto thea priori probabilitiesfor letters® andareshowvn
in thecolumnheaded . For two interceptedettersthe probabilitiesare
thosefor digramsadjustedo sumto unity andtheseareshavn in thecolumn

19 The probabilitiesfor this tableweretaken from frequeny tablesgiven by FletcherPrattin a book
“Secretand Urgent” publishedby Blue RibbonBooks,New York, 1939. Although not complete,
they aresufcient for presenpurposes.
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Trigramfrequenciedave alsobeentalulatedandtheseareshavn in the
column . For four- and ve-lettersequencegrobabilitieswere ob-
tainedby multiplicationfrom trigramfrequenciesince,roughly;

Notethatatthreelettersthe eld hasnarroveddown to four messagesf
fairly high probability, the othersbeingsmallin comparisonAt four there
aretwo possibilitiesandat vejustone,thecorrectdecipherment.

In principlethis could be carriedout with ary systembut, unlessthe key
is very small, the numberof possibilitiesis so large that the work involved
prohibitsthe actualcalculation.

This set of a posteriori probabilitiesdescribeshow the cryptanalys®
knowledgeof the messagandkey graduallybecomesnorepreciseasenci-
pheredmaterialis obtained.This descriptionhowever, is muchtoo involved
anddif cult to obtainfor our purposesWhatis desiredis a simpli ed de-
scriptionof this approactto uniqguenessf the possiblesolutions.

A similar situationarisesin communicatiortheory when a transmitted
signalis perturbedby noise.lt is necessaryo setup a suitablemeasureof
the uncertaintyof whatwasactuallytransmittecknowing only the perturbed
versiongiven by the receved signal.In MTC it was showvn that a natural
mathematicameasureof this uncertaintyis the conditionalentrogy of the
transmittedsignalwhenthe receved signalis known. This conditionalen-
tropy wascalled,for corveniencethe equivocation.

From the point of view of the cryptanalysta secreg systemis almost
identicalwith anoisycommunicatiorsystem.The messagétransmittedsig-
nal) is operatedn by a statisticalelementthe encipheringsystem with its
statisticallychoserkey. Theresultof this operations thecryptogram(analo-
gousto theperturbedsignal)whichis availablefor analysisThechief differ-
encesn thetwo casesare: rst, thatthe operationof the encipheringrans-
formationis generallyof amorecomplex naturethanthe perturbingnoisein
achanneland,secondthekey for asecreg systenis usuallychoserfrom a

nite setof possibilitieswhile thenoisein achannels moreoftencontinually
introducedjn effect choserfrom anin nite set.

With theseconsiderationsn mind it is naturalto usethe equivocation
asatheoreticalsecrey index. It may be notedthattherearetwo signi cant
equiocationsthatof the key andthatof the messageTrhesewill bedenoted
by and respectrely. They aregivenby:

685



in which and arethecryptogrammessagandkey and
is the probabilityof key  andcryptogram
is the a posteriori probability of key  if cryptogram
is intercepted.

and arethe similar probabilitiesfor messagén-
steadof key.
Thesummatiorin is overall possiblecryptogram®f acertainlength
(say letters)andoverall keys. For thesummationis over all mes-
sagesindcryptogram®f length . Thus and arebothfunc-
tionsof , the numberof interceptedetters.This will sometimede indi-
catedexplicitly by writing and . Note that theseare

“total” equiocationsj.e.,we donotdivideby to obtainthe equivocation
ratewhich wasusedin MTC.

The samegeneralargumentsusedto justify the equivocationasa mea-
sureof uncertaintyin communicatiortheoryapplyhereaswell. We notethat
zeroequiocationrequireshatonemessagéor key) have unit probability; all
otherzero,correspondingo completeknowledge.Consideredasa function
of ,thegradualdecreasef equivocationcorrespondso increasingknowl-
edgeof the original key or messageThetwo equivocationcurvesplottedas
functionsof , will becalledthe equivocationcharacteristicef thesecreg
systemin question.

Thevaluesof and for the Caesatypecryptogram
consideredabove have beencalculatedandare givenin the lastrow of Ta-
ble 1. and areequalin this caseandaregivenin dec-

imal digits (i.e., thelogarithmicbase is usedin the calculation).lt should
be notedthat the equivocationhereis for a particularcryptogramthe sum-
mation beingonly over  (or ), notover . In generalthe summation
would be over all possibleinterceptedcryptogramsof length  andwould

give the averageuncertainty The computationaldif culties are prohibitive

for this generalkalculation.

12 PROPERTIES OF EQUIVOCATION

Equivocationmaybe shavn to have anumberof interestingoropertiesmost
of which t into our intuitive pictureof how sucha quantityshouldbehae.
Wewill rst shav thatthe equivocationof key or of a x edpartof amessage
decreasewhenmoreencipherednaterialis intercepted.

Theorem 7. Theequivocatiorof key is anon-increasingfunction
of .Theequivocatiorofthe r st lettersofthemessgeisanon-inceasing
functionofthenumber which havebeeninterceptedlf lettershavebeen
interceptedthe equivocatiorof the r st letters of messge is lessthanor
equalto that of the key. Thesemaybewritten:
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( for rst lettersof text)

Thequali cation regarding lettersin the secondresultof the theorem
is sothatthe equivocationwill be calculatedwith respecto the amountof
messagéhathasbeeninterceptedlf it is,themessagequivocationmay(and
usuallydoes)increasdor atime,duemerelyto thefactthatmorelettersstand
for alarger possiblerangeof messagesT heresultsof the theoremarewhat
we might hopefrom a goodsecreyg index, sincewe would hardly expectto
beworseoff ontheaverageafterinterceptingadditionalmateriatthanbefore.
Thefactthatthey canbe proved givesfurtherjusti cation to our useof the
eguiocationmeasure.

Theresultsof thistheoremarea consequencef certainpropertief con-
ditional entrogy provedin MTC. Thus,to shaw the rst or secondstatements
of Theorem7, we have for any chanceavents and

If we identify  with the key (knowing the rst lettersof cryptogram)
and with theremaining letterswe obtainthe rst result.Similarly
identifying  with themessagegivesthesecondesult.Thelastresultfollows
from

andthefactthat since and uniquelydetermine
Sincethemessagandkey arechoserindependentlyve have:

Furthermore,

the rst equalityresultingfrom the factthatknowledgeof  and  or of
and is equivalentto knowledgeof all three.Combiningthesetwo we
obtainaformulafor theequiocationof key:

In particular if then the equivocationof key, , IS
equalto the a priori uncertaintyof key, . This occursin the perfect
systemslescribedabore.

A formulafor theequiocationof messageanbefoundby similarmeans.

We have
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If we have aproductsystem , it is to be expectedthatthe second
encipheringprocesswill be decreaseéhe equivocationof messageThatthis
is actuallytrue canbe shovn asfollows: Let be the messageand
the rst andsecondenciphermentggespectrely. Then

Consequently

Since,for ary chancevariables, , we have the desired
result,

Theorem 8. The equivocationin messge of a productsystem is

notlessthanthatwhenonly is used.

Supposenow we have a system which canbe written asa weighted
sumof severalsystems

andthatsystems have equivocations

Theorem 9. Theequivocation of a weightedsumof systemss bounded
by theinequalities

Theseare bestlimits possible The 'smaybeequivocation®itherof key or
messge.

Theupperlimit is achieved,for example,in stronglyideal systemgto be
describedater) wherethe decompositionis into the simpletransformations
of thesystemThelowerlimit is achiesedif all thesystems goto
completelydifferentcryptogramspacesThis theoremis alsoproved by the
